LLIndopyBaHHA Napongda 3a
OOMNOMOrot BIOKPUTOIO
Knto4a RSA

Mpuknan gna Postman (js)

OYyHKUIT o8 WwndpyBaHHS

VA
* Encrypt data with RSA public key
* @param publicKey - get from server
* @param password - user key password
*/
utils = {
rsaEncrypt: async function(publicKey, password) {
const cryptoKey = await crypto.subtle.importKey("spki", publicKey, {
name: "RSA-OAEP",
hash: "SHA-256"
}, true, ["encrypt"]);
const encodedText = new TextEncoder().encode(password);
const encrypted = await crypto.subtle.encrypt({name: "RSA-OAEP"}, cryptoKey,
encodedText);
//
return toBase64(encrypted);

function toBase64(buffer) {
const bytes = new Uint8Array(buffer);
let binary = '';
for (let i = 0; 1 < bytes.byteLength; i++) {
binary += String.fromCharCode(bytes[i]);
}

return btoa(binary);

LLndppyBaHHA Naposs

const encrypted = await utils.rsaEncrypt(Uint8Array.from(publicKey), password));



ne,

* publicKey - nybniqyHun knto4y, oTpumaHun metonoM GET /api/external/key
e password - napoJib Bif KJto4a

[lpnknapg Java

import java.nio.charset.StandardCharsets;
import java.security.KeyFactory;

import java.security.PublicKey;

import java.security.spec.MGF1lParameterSpec;
import java.security.spec.X509EncodedKeySpec;
import java.util.Base64;

import javax.crypto.Cipher;

import javax.crypto.spec.0AEPParameterSpec;
import javax.crypto.spec.PSource;

String pem =

String body = pem
.replace("----- BEGIN PUBLIC KEY----- ")
.replace("----- END PUBLIC KEY----- ")
.replaceAlTl("\\s", "");

byte[] der = Base64.getDecoder().decode(body);
PublicKey publicKey = KeyFactory.getInstance("RSA").generatePublic(new
X509EncodedKeySpec(der));

OAEPParameterSpec oaepParams = new OAEPParameterSpec(
"SHA-256",
"MGF1",
MGF1ParameterSpec.SHA256,
PSource.PSpecified.DEFAULT

)

Cipher cipher = Cipher.getInstance("RSA/ECB/0AEPPadding");
cipher.init(Cipher.ENCRYPT _MODE, publicKey, oaepParams);

byte[] encrypted = cipher.doFinal("my-secret-
password".getBytes(StandardCharsets.UTF 8));
String encryptedBase64 = Base64.getEncoder().encodeToString(encrypted);


https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/otrimati-i-zberegti-publicnii-kliuc-get-apiexternalkey

[MNpuknan Node.js

import crypto from "node:crypto";

const publicKeyPem = "----- BEGIN PUBLIC KEY-----
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAIB. . .

const encrypted = crypto.publicEncrypt(

{
key: publicKeyPem,
padding: crypto.constants.RSA PKCS1 OAEP_PADDING,
oaepHash: "sha256"

}’

Buffer.from("my-secret-password", "utf8")
)

const encryptedBase64 = encrypted.toString("base64");

AK WwndpysaTtn?

1. OTpuMaTuy NybnivHNI KoY Yepe3 /api/external/key?type=penm .
2. ImnopTyBaTK public key y crypto-6ibnioteky sk RSA public key.
3. 3awndgpysaTu plaintext naponb bytes.

4. Pe3ynbTaT RSA encryption 3akoayBaTu B base64.

5. MepenaTn base64 string y BignosigHe nosie 3anuTy.

plaintext password
-> UTF-8 bytes
-> RSA encrypt with server public key
-> base64
-> JSON field

anropnT™m WndpyBaHHA Ma€ BiAnMosigaTm BuMmoram APl: RSA/ECB/0AEPPadding 3 OAEP
SHA-256 | MGF1 SHA-256 ;
- He BMKOPMCTOBYITE RSA PKCS1 PADDING / RSA/ECB/PKCS1Padding — CepBEp He 3MOXXe
po3wndpyBaTy Taki gaHi;
- RSA OAEP mae obMexxeHHs Ha [oBXUHY plaintext, ske 3anexxuTb Big po3mipy
KJIl0Ya; NnepefaBanTe KOPOTKi cekpeTun/naponi, a He Benuki JSON/dannu;
- ny6nivHMM kntod Ma€e TTL, ToMy noro Tpeba oHOBAOBATU MicNs expiredAt / x-key-
A tt;

- HEe KellynTe KJIt0Y Ha3aBXAau;
- AKLLO CcepBep NoBepTa€e decrypt error ONS caPassPhrase abo pkPassword,
Han4yacTili NPUYNHN:

- BUKOPUCTaHMI1 3acTapinun public key;

- 3awmndpoBaHo He TuM padding/OAEP hash;

-y JSON nepenaHunm He base64 Big encrypted bytes;

- plaintext 6yB 3aWNpPOBaHNN iIHLLNM KJHOYEM.
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