CTBOPUTU YepHETKY
KJto4a Ang cnispobiTHMKa
POST /api/external/
company/employee/pkey/
generate/draft

REQUEST

URL

MeTopg 3anuty  POST

URL 3anuTy /api/external/company/employee/pkey/generate/draft
URL companyCode (060B'A3K0B0) - Ko KomnaHii;
napameTpu employeelpn (060B'a3k0B0) - INMH/PHOKIM cniBpobiTHMKa;

store (060B'A3K0B0O) - MOXX€E NPUAMATN OOHE 3i 3HAYEHb:
* cloud - cepBep reHepye kawd i pl0-3anuTm y chbopmaTi PKCS #10 . MNoTpibeH

info.pkPassword .
e file - 30BHIlLUHA CUCTEMa reHepye KoY, a cepBep npunmace plo-zanutm y
¢opmMaTi PKCS #10 B part requests

Authoriza-

tion

Auth type APl key

Key / Value x-system-id - TokeH, oTpuUMaHNM Npn NiGKAIOYEHHI
Headers

Content-Type multipart/form-data

REQUEST
REQUEST info (06oB’sA3k0B0) JSON attr - napameTpu CA user i knto4a;
Body requests (060B’513K0BO, TiNbkK ANA store=file ) JSON attr - p1l0-3anutun y

¢opmMaTi PKCS #10 , CTBOPEHi 30BHIiLLUHbLOK CUCTEMOLO.

Bci nepcoHanbHi gaHi ineHTUgikauii 6epyTbcsa 3 nignucy/ceptudikaTta y file identification ,
a He 3JSON info .

info :


https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/perelik-metodiv-api-po-roboti-z-portalom-edin-id#bkmrk-1.4.-%D0%9E%D1%82%D1%80%D0%B8%D0%BC%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%83%D0%B1%D0%BB%D1%96
https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/perelik-metodiv-api-po-roboti-z-portalom-edin-id#bkmrk-1.4.-%D0%9E%D1%82%D1%80%D0%B8%D0%BC%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%83%D0%B1%D0%BB%D1%96

"pkName": "Kniou4 IBaHeHko",
Ilkaypell : IIUAII )
"pkStoreType": "HSM",

"pkPassword":
"pkIsStamp": false,
"emplTitle":
"emplOrgUnit": "Bippin npopaxis",

"caPassPhrase":

"certType":

"certValidity":

Onuc noniB info:

Mone

pkName

pkType

pkStoreType

pkPassword

pkIsStamp

emplTitle

emplOrgUnit

caPassPhrase

certType

certValidity

Tvn

string
enum
enum

string

boolean

string/
null

string/
null

string

enum

enum

"MeHepoxep",

O6oB’'A3K0OBE

TaK

Tak

Tak

nna store=cloud

TaK

Hi

Hi

TakK

TaK

TakK

requests ONsA store=file:

{
"ecdsa":
"signature":
"encryption":
}

Onuc noniB requests

Mone

ecdsa

"base64 RSA-encrypted password",

"base64 RSA-encrypted pass phrase",
"SIGN_AND ENCRYPT",
IITWOII

Onuc

Ha3Ba kJito4a.
UA abo ECDSA .
HSM abo FILE .

Base64 Big RSA-encrypted bytes napons kntoda. LUndgpysaTtu
aKTyallbHUM public key 3 /api/external/key .

true — nedvaTka, false — 0COOUCTUI KJOY CMiBPOBIiTHUKA.

Mocapa ona CA user.

Migpo3apin ana CA user.

Base64 Big RSA-encrypted bytes cekpeTHoi dhpa3m CA user.
LLngppyBaTn akTyanbHUM public key 3 /api/external/key .

SIGN ONLY ab0 SIGN AND ENCRYPT .

ONE abo Two .

"base64 PKCS #10 request",

Tun

string

"base64 PKCS #10 request",
"base64 PKCS #10 request"

Konu notpibHe Oonuc

pkType=ECDSA


https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/perelik-metodiv-api-po-roboti-z-portalom-edin-id#bkmrk-1.4.-%D0%9E%D1%82%D1%80%D0%B8%D0%BC%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%83%D0%B1%D0%BB%D1%96
https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/perelik-metodiv-api-po-roboti-z-portalom-edin-id#bkmrk-1.4.-%D0%9E%D1%82%D1%80%D0%B8%D0%BC%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%83%D0%B1%D0%BB%D1%96
https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/perelik-metodiv-api-po-roboti-z-portalom-edin-id#bkmrk-1.4.-%D0%9E%D1%82%D1%80%D0%B8%D0%BC%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%83%D0%B1%D0%BB%D1%96
https://wiki-v2.edin.ua/books/robota-z-api-portalu-edin-id/page/perelik-metodiv-api-po-roboti-z-portalom-edin-id#bkmrk-1.4.-%D0%9E%D1%82%D1%80%D0%B8%D0%BC%D0%B0%D0%BD%D0%BD%D1%8F-%D0%BF%D1%83%D0%B1%D0%BB%D1%96

Mone Tvn Konu notpibHe Onuc

Base64 PKCS #10 re-
quest onsa ECDSA
cepTudikaTa.

signature string pkType=UA Base64 PKCS #10 re-
quest onsa cepTudikaTa
nignucy.
encryption string pkType=UA i cert- Base64 PKCS #10 re-
Type=SIGN_AND ENCRYPT quest ans ceptudikaTa
WnNgpyBaHHS.
RESPONSE

B Tini Bignosiai nepepaetbcs ctaTtyc 200.

JSON npuknap Bigpnosiai:

{
"pKey": {
"id": 1001,
"name": "Knw4 IBaHeHKO",
"uuid": "019ec000-0000-7000-8000-000000000001",
"status": "COMPANY_ GENERATED",
"storeType": "HSM",
"keyType": "UA",
"stamp": false
b
"forms": [
{
"type": "PK _FORM",
"pdf": "JVBERiOXx...",
"hash": "HASH OF PDF"
}
1
}

IOnsa cniBpobiTHMKa 3 possito ADMIN y BianoBiAi 4ogaTkoBo 6yae PK APPENDIX .

Onuc noniB BignoBiAai:

Mone Tvn Onuc

pKey object O6’eKT ESSPrivateKey , nosisi
onuncaHi B po3gini 2.3.
BukopucTtoBynTe pKey.uuid y
meTonax 9.2 1 9.3.

forms object[] PDF-nokyMeHTU, Ki moTpibHO
nignucaTtun cniBpobiTHUKOM.

forms[].type enum Twn dopmn.
forms[].pdf string PDF content y base64.

forms[].hash string/null



Mone Tvn Oonuc
Hash PDF ona KOHTpoJto
LLiNiCHOCTI.
CURL
e oNA store=cloud :
curl -X POST 'https://host/api/external/company/employee/pkey/generate/draft?..." -H
'X-system-id: 019eb581-307b-7562-8alf-20227511e898"' -F '"info={
"pkName" : "Kniy IBaHeHkO",
Ilkaypell : IIUAII ,
"pkStoreType":"HSM",
"pkPassword":"BASE64 RSA ENCRYPTED PASSWORD",
"pkIsStamp":false,
"emplTitle": "MeHenxep",
"emplOrgUnit":"Bipnin npopaxis",
"caPassPhrase":"BASE64 RSA ENCRYPTED CA PASSPHRASE",
"certType":"SIGN AND ENCRYPT",
"certValidity":"TwWO"
} 1
e nnNA store=file :
curl -X POST 'https://host/api/external/company/employee/pkey/generate/draft?..." -H
'x-system-id: 019eb581-307b-7562-8alf-20227511e898"' -F 'info={
"pkName" : "Knioy IBaHeHKO",
Ilkaypell : IIUAII ,
"pkStoreType":"FILE",
"pkIsStamp":false,
"emplTitle":"MeHenxep",
"emplOrgUnit":"Bigpin npogaxis",
"caPassPhrase":"BASE64 RSA ENCRYPTED CA PASSPHRASE",
"certType":"SIGN AND ENCRYPT",
"certValidity":"TwO"
3! -F 'requests={
"signature":"BASE64 P10 SIGNATURE",
"encryption":"BASE64 P10 ENCRYPTION"
} 1
MoMunku
HTTP type Onuc
400 invalid store store He cloud iHe file.
400 employee not found CniBpobiTHNK He 3HalAeHWA.
400 employee not active CniBpobIiTHNK He aKTUBHUI abo He
ineHTUdiIKoBaHNN.
400 company not found He 3HanpgeHo company Ans

cniBpobiTHMKa.



HTTP

400

400

400

400

403

403

DRevision #4

type

decrypt error

employee identification not found

request not found

pk requests not found

company access denied

company wrong status

% Created 2026-06-22 08:45:12 UTC by HaTtans CigHeHKoO
7/ Updated 2026-06-28 14:09:32 UTC by Tpombona €BreH

Oonuc

Hemo>xnmBo po3wmndpysaTn ca-
PassPhrase abo pkPassword .

He 3HanpeHo mignnc
ineHTudikauii cnispobiTHMKa.

Ons store=file He nepegnaHunn
noTpibHW pl0-3anunT.

Micna cTBOpeHHSA KJtoYa He
3HanAaeHi pl0-3anuTtu.

Hemae gocTyny Ao company.

KomnaHist He ACTIVE .
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